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10S - ENABLE WEB INSPECTOR (IPHONE)

1- Go to the settings menu and scroll down to “Safari”

Settings

Mail, Contacts, Calendars

'O

Notes
Reminders
Phone
Messages
FaceTime
Maps

Compass

@200 G

Safari

2- Scroll down to “Advanced” and enable “Web Inspector”

£ Safari Advanced

Website Data

JavaScript ()

Web Inspector

To use the Web Inspector, connect to Safari
on your computer using a cable and access
your iPhone from the Develop menu. You
can enable the Develop menu in Safari's
Advanced Preferences on your computer.



ENABLE DEVELOP TAB ON SAFARI (MAC)

1- Open the “Safari” browser, go to the “Safari” menu tab and go to “Preferences”.

@ | Safari File Edit Vie

® About Safari
Safari Extensions...

Preferences... 8,
Clear History...

Services

Hide Others X #H
Show All

Quit Safari #Q

2- Go to the “Advanced tab” and check the “Show Develop menu in menu bar” checkbox.

Advanced

L ¥ Qw0 * B g

AutoFill Passwords Search Security Privacy Notifications Extensions Advancec

Smart Search Field: Show full website address

Page Zoom: 100%

Accessibility: Press Tab to highlight each item on a webpage
Option-Tab highlights each item.
Bonjour: Include Bonjour in the Bookmarks menu

Include Bonjour in the Favorites bar

Internet plug-ins: Stop plug-ins to save power

Style sheet: None Selected B

Default encoding:

Proxies:

Western (ISO Latin 1)

Change Settings...

I Show Develop menu in menu bar I




DEBUGGING ON SAFARI

1- Connect your iPhone to your Mac with a USB cable

2- Open the “Safari” browser on your iPhone and open the website that you want to
debug
3- Open the “Safari” browser on your Mac, go to the “Develop” tab and look for your
iPhone in the drop menu
Window Help

Open Page With > |
User Agent >

iPhone de

s MacBook Pro

" Enter Responsive Design Mode X #R

|

| Connect Web Inspector X8l |
Show Error Console e3c |
Show Page Source X &U

,  Show Page Resources X &#A

| Show Snippet Editor

4- Look for the website you opened on your iPhone

No Inspectable Applications I

v Automatically Show Web Inspector for JSContexts
Automatically Pause Connecting to JSContexts




WHAT TO LOOK FOR

1- Gointhe “Safari” develop tab, go to the “Elements” tab to start.
a. Search for “1908” by using the “Command” key with the “F” key

o matches

:rolling="no" frameborder: ' src="about:blank" style=

me"></script>

"c=3080&u=ht tp%s3A%2F%2Fm. topix. coms2F&cb=4745434&

By looking with that tool, you will be able to find this info:

¥ #document

¥ <html>
head>..</head>
ody marginwidth "0" marginheight="9">
¥ <scripte.</script
v <iframe src-"http://nyml-ib.adnxs.com/ab?e=wql 3QL1BfBEIQIAAAMAIGAFAQ wycm BRINABG4D.,
4¢4d8587be86323131986130a67d817551688referrer=httpvAn2Fu2Fm, topix. conk2f” Trameborder="0" scrolling
"no" marginheight="8" marginwidth-"8" topmargin-"@" leftmargin-"0" allowtransparency="true" width
T b

v t
<1-- Creative 43791123 served by Member 1908 via AppNexus —>
¥ <html>
¥ <head
v <script type«'text/javascript's

var districtm_member_id = '1908';

var districtm_auction_id = '4653095904123007373';
var districtm_user_id = '5931004030324617403';
var districtm_seller_member_id = '1908';

var ﬂutrx:tm referer = ‘nnpx//m.tapu.:om/ H
var dutrktm_puhusher id = '537716';

var districtm_placement_id = '7058118°;

var districtm_advertiser_id = '231223';

var districtm_io_id = '292412';

var districtm_ umpalnn id = '14440757';

var districtm_creative_id = '43791123';

var districtm_creative_width = '32
var districtm_creative Mioht = '5
var districtm_ecp = '2.0
var districtm_reserve_pri
var ulstrl:tm_prx:e_pud - '2 666668"

var districtm_creative ! ‘' Javi

var districtm_div = “dm l653095904123007373"

//http://cdnsandbox.districtm.ca/dragonfly_2.1s

I*

* <div>

<a hrefs"http://nyml-1ib.adnxs.com/click?
loG?!FZVMiDFVEV\UFOGlNGIJthlMgE?BF!leDFVEVlUFOlZiEkS“WWDo.’IL.uTleZPJXA‘MNh awB
BWAAJACAAATAAAATMSWCUKQIAAAAAABVUBQAVVNEAEABM /end=%21gAky
cwilsvEGEIPmBBQYeMgmIAMO LobAmGE . /bn-‘!ll!/relerrer-hnp\n\zmm toplx.:omF/:u:ken:-")

<img src="" width="320" height="50">

</a>

</div>

-

* %/ var innerHTML;

function dwrite(d){
document.write(d);

document ,write("«<div id='dm_"+ districtm_auction_id +"
document.write('<SCR' + 'IPT languages=\'JavaScriptl,1\
SRC=\"https://ad.doubleclick.net/ddm/adj/NB2602,18210970ISTRICTM, CA/B9553517,129725626; s2=33
nso:ora-l.ﬁ!sszﬂ;ﬂe_ht-;d:_rdm-;t-q_vor_chud_d1rect=d_trutmen(-;:lkk-hup://nym-
b, adnxs. con/clic
‘9625F2VM10FYEV\UFQG4N6I]IQOIMGOZHFZVBUIMBrVEVlIJFﬂ!2u!1:SNWWDO!LGOTILVZPJXAAMAHayMIB!
BWAAJACAAATAAAATMSwC UK /end=%21gAk
(wuIVEGEJPMBBQV.WMIMMongE /bn-lSZlS/Fﬂ'!rrcr-hltNA\ZRZFm.topix.com\zf/tlkckun(- %
CRIPT><A HREF=\"http://nyml-ib.adnxs.com/click?
962!FZVM10rYEV\UFQG4H6H'ltQBMQSZBFZVBUDlDrYEVlUFQXZxERSNWWDOSLODTXLVZFJXAAMMB)'
AATAAAATM! cnds! \21qu

cwusvecnpmsanvmwxmommngs /bn-liﬂ!/referrer-mtp\JAuF\aFm mpxx.:om\ZF/:uchent-nus
:1//ad.doubleclick.net/ddm/jump/NB2802, 1821097DISTRICTM, CA/B9553517. 129725626 ; $2=320x50; ord+
4140698547\"><IMG
SRC=\"https://ad,doubleclick.net/ddm/ad/NB2802.1821097DISTRICTM, CA/B9553517.129725626; s2=324
x50;0rd=752893386;dc_lats=;dc_rdid=; tag_for_child, dir:cled treatment=?\" BORDER=@ WIDTH=320
HEIGNT-SO ALT=\"Advertisement\"></A»</NOSCRIPT>'

document.write("<\/div>");

document,write("<scr" + “ipt src='//cdn.districtm,ca/dragonfly_2.js'

type='text\/javascript ‘><\/script>");

document.write("<iframe src='//cdn.districtm.ca/sync.html' style='display:none;'>
<\/iframe>");
</script>

2- Take a screenshot of what’s in the red rectangle (Windows: Snipping tool / Mac:
Command + Shift + 4) and send it to blocking@districtm.net.



ANDROID - ENABLE DEVELOPER MODE (ANDROID DEVICE)

1- Go to the settings menu and scroll down to “About Phone” and tap it

e Accounts & sync

Q Language & keyboard
0 Backup & reset

@ Gaagle

SYSTEM
© shorteut key
@ parestime
@ Accessiniliy
6 QuickCircle case

@ oeveloper options

Network
Nstwcrk, Service state, Mobile netwark state, etc.

Status
My phone number, IMEL etc,

bty e,
Hardware info
Mbockel] number, Wi-Fi MAC address, Blustooth address,
ete
Software info
Andid version, Basenand version, Softwsre version,
erc
Legalinfo

Legal Dacuments for LG Software, Open saurce
licenses, Goagle legal

Activity logs
Help us i imprave fhe quasty and
pertormance of aur desice tseubleshavting

3- Tap the “Build number” multiple times until you see a pop-up message saying
“Developer mode has been enabled” or “You are now a Developer”

Android version

Andraid security patch level

Baseband version

Kernel version

Build number

Software version

Developer mode has been enabled




ENABLE USB DEBUGGING (ANDROID)

1- Go to the “Developer options” in the settings menu and scroll down to “USB
debugging” and check the box to enable it

=
Settings & Developer options
Stay awake
9 Accounts & sync Screen will never timeout while charging

e Language & keyboard Enable Bluetooth HCl snoop log
Cagture all bluetooth HC1 packets in a file

e Backup & reset B
Running services

View and control currently running services

@ Goagle
DEBUGGING
SYSTEM
USB debugging
° Shortcut key Debug mode when USE is connect ted
@ patestime Revoke USB debugging authorizations
@ Accessivility

6 QuickCircle case

o Developer options Select mock location app
Mock location app: Call services

@ About phone

2- A message will appear: Allow USB debugging. Tap “OK” to allow the USB debugging

W0 @ B, 79% W3:03 PM

A Allow USB debugging?

USB debugging is intended for
development purposes only. Use it
to copy data between your computer

and your device, install apps on your
device without notification, and read

log data.

CANCEL




DEBUGGING ON CHROME

1- Connect your Android device to your computer with a USB cable

2- Open the “Chrome” browser on your Android device and open the website you want to
debug

3- Open the “Chrome” browser on your computer

4- Right-click on the page and select “Inspect”

Back
Forward
Reload

Save As...
Print...
Cast...

Translate to English

View Page Source
i

5- Click on the vertical three dots on the right of the dock

L~
Styles  Computed Event Listeners >
Filter thov 4 .cls +‘
element.style {

#ntp-contents { local-ntp.css:16
text-align: -webkit-center;

div { user agent stylesheet
display: block;

Inherited from  body

6- Go to “More tools” then “Inspect Devices”



Pox

r -
Dock side Ly Y | Styles Computed Ever povside & = [H
Hide console Esc element.style { Hide console Esc
X Search all files 8 optF
Sech allfles 3 opt P
I More tools )I Networ.k condifions S
i Rendering settings .
Settings F1
Shortcuts Sensors -
. p
Settlngs F1 Inherited from body
Help *

7- A new window will open and you will see on the right the list of devices. If you see
“Unknown; Pending Authorization”, go on your device and tap the “OK” button to allow
the USB debugging

Devices Settings

Unknown Discover USB devices
® Pending Authorization

Need help? Read Chrome remote debugging documentation. Allow USB debugging?

Settings
The computer's RSA key fingerprint
Port forwarding is:

Define the listening port on your device that maps to a port accessible from your development
machine. Learn more |:| Always allow from this computer

No rules CANCEL

Add rule

8- Now your device should be in the list. Click in the list your device

Devices Settings
LG-D852G Discover USB devices
@
ooneces Need help? Read Chrome remote debugging documentation.

Settings
Port forwarding

Define the listening port on your device that maps to a port accessible from your development
machine. Learn more

No rules

Add rule

1 device detected. Read remote debugging documentation for more information.



9- To start debugging the website, click on “Inspect”

. x
Devices LG-D852G
LG-D852G Chrome (53.0.2785.124)
® Connected |
New tab: Enter URL | Open
Settings
Google Inspect | |
https .google.ca/?gfe rd=crei=RG_tVAuQKuvEBgfhhEbYDA
10- A new window will open, you can now start debugging
€« >C caf?gfe_s i=RG_tva DA % (] CElements Console Sources Network Timeline Profiles Application » :
§ \ <html lang="en-CA">
> <head>./head>
f{document. inages) new Tmagel).src='/images/nav_logo242.,
iv id="gb-main" style="min-height: 518px;" data-fbar="1
1 »<div clas GR _QA; div>
<div style: jsl="$t t-orNZyHXTT74;$x ;" class="r-
AL IMAGES 2]
’
Styles Event Listeners DOM Breakpoints Properties
Filtes thov @ cls +
00 element.style {
html, body { lafe rd=créei=R. E8qfhhEbLYDA: 24
height: 10@%;
}
body { lafe rdscrei=R.  ThhBbYDA: 2
font-family: Roboto-
Regular, Helvet icaNeue, Arial, sans—serif; -
font-size: 10pt;
3 |
body { user agent stylesheet| Filter Show all
R display: block; | »display block
Google.ca offered in:  Frangais . margin:h dpx; » font-femily Roboto.
| b font-size 13.333.
» height 518px
| » margin-botton opx
Console Rendering x
Q@ ¥ wp v @ Pesevelog
Filter Regex | | Hide network messages
(0 Evors Wamings Info Logs Debug Handled
>
\. J/

10



WHAT TO LOOK FOR

1- Go tothe “Elements” tab

Hummmmmm» oznas
<100C

<html> |
v <head> thov 4
<script src="//pagead2. jon. ¢ embed. is? |
source=safeframe”></script>
<script src="http://pagead2.googlesyndication. con/pagead/osd. is"></script>
«<script type="text/javascript” async src=" -
= "></script>
«<script type="text/javascript” async sri i
1 4 A cript>
»<iframe id="17828d1492d36! height 'ginwid’ marginheight:
scrolling="no" frameborder="0" src="about:blank" style="border: Opx; display: none;"
«</iframe>
«<script type="text/javascript” async src="http://ib.adnxs.com/jpt?
callback=pbis.handleAnCBScallback uid=137937¢cc2..
= = s Fs “></script>
<script type="text/javascript" async src="http://ib.adnxs.com/ipt?
numummmmmummm
“></script>
<scnpt t;pe— text/jlvns:rip( async src="http: I/as. headertag?
y=98&x3=1&6fn=cyqnus_index parse resé.
2ext%22%3A%20%78%225 1d%22%3A%2213 1%22%2C%225 iteID%22%3A173009%70%70%50%70 " ></script>

ext/javascript” httos://apex.go. sonobi.con/trinity. {s?key maker= |

<script ty
“giv-antoad-1"
£cy=cb70b7110c076816"></script>

<script types=" lext/jaus:ript async srcs _uuum_u_._maul
allback=pb ba d=3154d 825

Emmmm..xmmf
<sC rlnt xype~‘ t:xx/)nvascrtp('

</script>
<meta chars
“ content="telephone=no">
‘noindex,nofollow >
iewport” content="width=device-width, initial-scale=1">
Your town. Your news. Your take. </title>
"°"“3l href=" DQLILMW »
i ification” "'vNo9i5wMb6gImYHWN_f2VZPeC_srkV7eC-

http://offbeat.topix.con/
<script type="text/{avascript” async src="http://www. 1 lytics.com/qa. is"></script> |

2- Select an element to inspect with the inspect tool

ﬂmwmwmmmm» 9248

<IDOCTYPE himls we-$9 l »
<html> |
v <head> thov 4

<script src="

= "></script>

<script src="http://pagead2.googlesyndication.con/pagead/osd. is"></script>

<script type="text/javascript” async src:"h H -

res: Fm. Fi "></script>

<script type="text/ja as:ript async sre="

4 taglib @ 4 @.§s"></script>
widt! marginwidth marginheight=

scrolling= " src="about:blank" style="border: @px; display: none
~</iframe>
<script type="text/javascript" async src="http://ib.adnxs.com/ipt?
callback=pbis.handleAnCB&callback uid=137937cc2.
= = = rrer=| “></script>
<script type="text/javascript” async src="http://ib.adnxs.com/jpt?
callback=pbis.handleAnCBS&callback uid=128dd27ea.
=061d=70581184s 12e=320x506seat1d=19086refer rer=ht tpR3ARFA2FM, topix. COMAF"></sCript>
<script type="text/javascript" async src="http://as headertag?
= )= )= I8 r
7! “></sCript>

«<script type="text/javascript" async src="
" " " b o

&Cv=cb70b7118cB76816"></script>
<s:rxpt type— lext/]avas:rmt async src muﬂ_b_,_@_q_muﬁ_

TERLtDAIANZF A2, 10D1X, COMZE" </ 3CT{pt>
<script lype ‘tcxt/jnvascript asyn: src:‘mmams_mm_
738

"x/scrxnb

F
="150-8859-1">
<meta name="format-detection” content="telephone=no">

cleu charse

<meta name="robots” content="noindex,nofollow">

<meta name="viewport” content="width=device-width, initial-scale=1">
<title>Topix: Your town. Your news. Your take. </title>

<link rel="canonical" href="http://www.topix.com/">

<meta name="google-site-verification” content="vno9i5wMb6gImYHWN_f2VZPeC_srkv7eC-

ins-prefetch” hre!
<link rel="dns-prefetch" hre H
<script type="text/javascript" async src="http://www.google-analytics.com/ga.js"></script> |
<script async type="text/javascript" src="http://www.googletagservices.com/taq/is/
“></script>
<script src="http://ajax.qooqleapis.con/ajax/1ibs/query/1.10.2/iquery.min. §s"></script>
<script>var $jq = jQuery.noConflict()</script>
<script type=" ‘en/hv;szrm' src="http://static. topixcdn. com/static/topix-
"></script>
<link rel=" stylesmt href="|
type="text/css" mn ‘all”>
<link rel-"nylesheet href=" =]
type="text/css mla ‘all”>
<link rel=" stylesheet href=
' type="text/css" uedn




3- Select the ad you want to inspect

4- It will highlight a specific line in the “Elements” tab

¥ #document

<!— Creative 43791123 served by Member 1908 via AppNexus —>

¥ <html>
¥ <head>

» <script type="text/javascript">..</script>
<script src="https: .2mdn. net/87 XD I html_in) rendering lib 200 151.js" type=
"text/javascript” crossorigin="anonymous"></script>

<script type="text/javascript" charset="UTF-8" src="//pagead2.qooglesyndication.com/pagead/js/

lidar.js"></script>
</head>

¥ <body marginwidth="0" marginheight="0">
¥ <div id="dm_4653095904123007373">
<script language="JavaScriptl.1" src="https://ad.doubleclick.net/ddm/adj/
N82802.1821097DISTRICTM. CA/B9I5535..IAMoiobAmgE. /bn=45215/
referrer=http%3A%2F%2Fm. topix.com%2F/clickenc=;?"></script>

» <script>.</script>

¥ <div id="dclk-studio-creative_1475503345098" style="display: inline-block;">
v <div id="DfaVisibilityIdentifier_1475503346020" class="GoogleActiveViewClass" style=
"position: relative; width: 320px; height: 5@px; box-sizing: content-box;">
v <iframe id="200_151_express_html_inpage_0.if" src="https://s@.2mdn.net/4666110
1473279296196/SuperC_Zero Compromise Sem64 320x50 EN/

index superc zero compromise Sem64 320x5@ en.html" width="320" height="5@" frameborder="0"
scrolling="no" allowfullscreen="true" style="width: 32@px; height: 5@px;">

v #document
<IDOCTYPE html>
¥ <html lang="en">
» <head>..</head>

¥ <body style="cursor:pointer'>
¥ <a href="javascript:window.open(window.clickTag)">
¥ <div class="container">
¥ <div class="banner" id="banner">

img
</div>
</div>
</a>
</body>
</html>
</iframe>
</div>
</div>

banner.g

5- The info we need from you
a. Search for “1908” by using the “Command” key with the “F” key when you are

on Mac or the “Control” (ctrl) key with the “F” when you are on Windows

BwAAJACAAATAAAATMSWCUKQIAAAAAABVUBQAVVNEAEABMgC LdgAAAAABAQMAAQAAAI4AAYHA 1QAAAAA. / cnd=%21gAku
cwilsvEGEIPm8BQYOMgmIAMoiobAmgE. /bn=45215/referrer=http%3A%2F%2Fm. topix.coms2F/clickenc=http
s://ad.doubleclick.net/ddm/jump/N82802.1821097DISTRICTM. CA/B9553517.129725626; 52=320x50; ord=
4140698547\ " ><IMG
SRC=\"https://ad.doubleclick,net/ddm/ad/N82802,1821097DISTRICTM, CA/B9553517,129725626; 52=320
x50;0rd=752893386;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=?\" BORDER=0 WIDTH=320
HEIGHT=50 ALT=\"Advertisement\"></A></NOSCRIPT>');
document.write("<\/div>");
document.write("<scr" + "ipt src='//cdn.districtm.ca/dragonfly_2.js'

type='text\/javascript'><\/script>");
document.write("<iframe src='//cdn.districtm.ca/sync.html' style='display:none;'>
<\/iframe>");

</script>

<scrint _sres"httns://s0.2mdn.net /R7936A/exnress html innane renderinn 1ih 208 151.1s" tvnes

4old|a »

12



By looking with that tool, you will be able to find this info:

[® (1] FElements Console Sources Network Timeline Profiles Application Security Audits ]
ITME Sy Le= UUIUET: UPA; VEI LiLdL-dLiglli DULLOm; >
¥ #document
¥ <html>
» <head>..</head>
¥ <body marginwidth="0" marginheight="0">
» <script>.</script>
v<iframe src="http://nyml-ib.adnxs.com/ab?e=wqT_3QL1BfBEIQIAAAMA1GAFAQjwycm BRCN4864p..

4g4d8587be5633313f986f3eaﬁfd817551688&referrer—httg’dA'«ZFkZFm topix.com%2F" frameborder="@" scrolling=
"no" marginh 9" marginwidth="0" topmargin="0" leftmargin="0" allowtransparency="true" width=

¥ #document
<!— Creative 43791123 served by Member 1988 via AppNexus —>
¥ <html>
¥ <head>
¥ <script type="text/javascript">

var districtm_member_id = '1908';

var districtm_auction_id = '4653095904123007373';
var districtm_user_id = '5931004030324617403';
var districtm_seller_member_id = '1908';

var districtm_referer = 'http://m.topix.com/';
var districtm_publisher_id =
var districtm_placement_id =
var districtm_advertiser_id = ‘231223'
var districtm_io_id = '292412';

var dlstrxctm_cunpaxgn id = '14440757';
var districtm_creative_id = ‘43791123‘-
var dl.strtctm_creatlve width = '320
var districtm_creative_height = '50';

var districtm_ecp = '2.0888';

var districtm_reserve_price = '0';

var districtm_price_paid = '2.666668';

var districtm_creative_type = 'javascript';
var districtm_div = "dm_4653095904123007373";

//http://cdnsandbox.districtm.ca/dragonfly_2.js

/%

* <div>

<a href="http://nyml-ib.adnxs.com/click?
QQGIBFZVBUJID!VEVIUFQGIHGU 1tQBA4g62BFZVBUDiD rVEVlUFOI2)(ElcSI|pNAu7DoSL.oT1LHZPJXAAMAHBy

yH410AAAAA /cnd-’lz:lukt

cvustGBPnaBovmnImombAngE /bnﬂszﬁ/mfermnhttmzmm topix.cnnzF/clickgnc
<img src="" width="320" height="50">

</a>

</div>

*

* */ var innerHTML;

function dwrite(d){
document.write(d);

document.write("<div id='dm_"+ districtm_auction_id +"'
document.write('<SCR' + 'IPT language=\'JavaScriptl.1\
SRC=\"https://ad.doubleclick.net/ddm/adj/NB2802.1821097DISTRICTM. CA/B9553517. 129725626 ; 52=32
0x50; 0rd=206955207;dc_lat=;dc_rdid=; tag_for_child_directed_treatment=;click=http://nyml-
ib.adnxs.com/click?

4962BFZVBUDiDrYEVIUFQG4H6I j1tQBA4g62BFZVBUDID rYEVIUFQI2XE1cSHPNAU7DOSLOOT1LWZPIXAAAAAMay awB el
BWAAJACAAATAAAATMSWCUKQIAAAAAABVUBQAVVNEAEABMGC LAGAAAAABAQMAAQAAAT4AAYHA 1QAAAAA. / cnd=%21gAki
cvustGBPmBBo @MgmIAMoiobAmgE. /bn=45215/referrer=http%3A%2F%2Fm. topix.coms2F/clickenc=;?
\"></SCR' + 'IPT><NOSCRIPT><A HREF=\"http://nyml-ib,adnxs.com/click?
49628FlVB|D1DrYEV1UFQG‘HSIj ltOWQSZBFZVBUDiD rVEVlUFOIZxElcSHpNAumoSLOoTILwlPJXAMMHa awBg
BWAAJACAAATAAAA UKQIAAAAAABVU C 4 1QAAAAA. /cnd=%21gAky

cuustGEJPmsBQVQIg mIAMoiobAmgE . /bn=45; lelreferrer-httpHJMZFan opix com%2F/clickenc=htty
s://ad. doubleclick net/ddm/jump/N82802.1821097DISTRICTM. CA/B9553517. 129725626 ; s2=320x50; ord
4140698547\ "><!
SRC=\"https: //ad dauble:lick net/ddm/ad/N82802.1821097DISTRICTM. CA/89553517 129725626 ; s2=324
x50; 0rd=752893386;dc_lat=;dc_rdid=;tag_for_child_directed_tr
HEIGHT=50 ALT=\"Advertisement\"></A></NOSCRIPT>'];
document.write("<\/div>");

document.write("<scr" + "ipt src='//cdn.districtm.ca/dragonfly_2.js'
type='text\/javascript'><\/script>");
document.write("<iframe src='//cdn.districtm.ca/sync.html' style='display:none;'>
<\/iframe>");

</scri:t>

1908 4014 |a v @
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Or you can find it by opening the “head” following by “script type”

¥ #document
<!I— Creative 43791123 served by Member 1908 via AppNexus —>

v <head>

» <script type="text/javascript'>..</script>

“text/javascript” crossorigin="anonymous'></script>
<script type="text/javascript” charset="UTF-8" src="//pagead2.googlesyndication.com/pagead/js/
lidar.js"></script>
</head>
v <body marginwidth="9" marginheight
¥ <div id="dm_4653095904123007373"
<script language="JavaScriptl.1" src="https://ad.doubleclick.net/ddn/adi/
N82802.1821897DISTRICTM. CA/B95535...IAMoiobAmQE. /bn=45215/
referrer=http%3A%2F%2Fm. topix.coms2F/clickenc=;?"></script>
» <script-.</script>
v <div id="dclk-studio-creative_1475503345098" style="display: inline-block;">
v <div id="DfaVisibilityIdentifier_1475503346020" class="GoogleActiveViewClass" style=
"position: relative; width: 320px; height: 5@px; box-sizing: content-box;">
v <iframe id=''200_151_express_html_inpage_0.if" src="https://s@.2mdn.net/4666110/
1473279296196/SuperC_Zero Compromise Semb64 320x50 EN/

index _superc_zero compromise Sem64 320x5@ en.html" width="320" height=
Scrolling="no" allowfullscreen-"true" style-'width: 320px; height: 50p

¥ #document

50" frameborder="0"

¥ <html lang="en">
» <head>..</head>
¥ <body style="cursor:pointer">
¥ <a href="javascript:window.open(window.clickTag)">
¥ <div class="container"
¥ <div class="banner"
banner.gif

</div>
</div>
</2>
</body>
</html>
</iframe>
</div>
</div>

By opening that, you will be able to find this info:

[ (1] Eements Console Sources Network Timeline Profiles Appication Security Audits °
OISy Le= UIUET: VPX; VET LAt L=aLIgIi DULLOM; =
¥ #document
v <html>
» <head>..</head>
v <body marginwidth="0" marginheight="0">
» <script-.</script>
v <iframe src="http://nyml-ib.adnxs.com/ab?e=wqT 3QL1BfBEOQIAAAMAIGAFAQiwycm BRCN4864p..
c

4c4d8587be863a313198673eabdB17551688&referrer=ht tpk3A%2F%2Fm. topix. con%2F" frameborder="0" scrolling=
v ght="0" marginwidth="0" topmargin-"0" leftmargin="0" allowtransparency="true" width
¥ #document
<!— Creative 43791123 served by Member 1908 via AppNexus —>
¥ <html>
¥ <head>

v <script type="text/javascript">

var districtm_member_id = '1908';
var districtm_auction_id = '4653095904123007373';
var dlstrlctn user_; id = '5931004030324617403';
var districtm_seller_member_id = '1908"

var districtm_referer = 'http://m.topix.com/';
var ﬂistrlctm_publisher id = 537716'

var districtm_placement_id = '7058118
var districtm_advertiser_id = '231223';
var districtm_io_id = '292412';

var distric ampaign_id = ‘14440757"
var districtm_creative_id = '43791123
var districtm_creative_width = '320';
var districtm_¢ crentive heiqht '50';

var districtm_ecp =

var districtm reserve_prxce ‘e';

var districtm_price_paid = '2.666668';
var districtm_creative_type = 'javascript'
var districtm_div = "dm_4653095904123007373"

//http://cdnsandbox.districtm.ca/dragonfly_2.js
/%
* <div>
<a href="http://nyml-ib.adnxs.com/click?
49g62BFZVBUD 1D VEVIUFQGJHSUlﬂ)mgﬁBFZ\lBUDiDrYEVlllFQleElcSNpNAumoSLOoTlLHZPJXAAMMu awBd
\TMSH /cnd=%21gAk\

cwilsvEGEIPm8BQY@MgmIAMoiobAmgE . /bn 45215/referrer—htth2F\ZFm.taplx‘cosz/clickenc-">
<img sri width=' "320" heigh
</a>

*
* %/ var innerHTML;
function dwrite(d){
document.write(d);

document.write("<div id='dn_"+ districtm_auction_id +"'>")
document.write('<SCR' + 'IPT language=\'JavaScriptl.1\'

SRC=\"https: //ad.doubleclick, net/ddm/ad] /NB2802. 1821097DISTRICTM. CA/B9SS3517. 129725626; 52=33
9x50;0r4=206953207 1 de_lat=; dc_rdide; teg_for_child_directed treataent=iclickehttp://nymi~
ib.adnxs. ¢
Aqszanvawmrvevturocmsnuow;szarzvsuou:rvsvwsonxe1csnpmu7nosmor1l.uznnm~u 2w
/cnd=%21gAk
cwustGEJPmBBQqum!AMoioMng /bn=45215/referrer=httpk3A%2FA2Fm. topix. coms2F/clickenc=;?
\"></SCR' + 'IPT><NOSCRIPT><A HREF=\"http://nymi-ib.adnxs.com/click?
AgSZBFZVBIDiDrVEVIUFDGJHSIjI(QBMQSZBFZVD\JIMDrYEV\UFuleEIcSHpNAWBaSLInTlLwZPJXAMMHa awBd

BWAAJACAAATAAAATMSWCUKQIAAAAAABVUBQAVVNEAEABM, 21gAki
cwilsvEGEIPm8BQYOMgmIAMOiobAmgE . /bn-45215/ refer re; r—http\zA\zF\an topu :om\ZF/c\ icken:=ht q;
s://ad.doubleclick.net/ddm/jump/N82802. 1 M.CA/B9553517. 1

4140698547\ "><IMG

SRC=\"https://ad.doubleclick.net/ddm/ad/N82802.182 ICTM. wassszsu. 1297 152=324

x50;0rd=752893386; dc_lat=;dc_rdid=;tag_for_child_directed_t
HEIGHT=50 ALT=\"Advert ksemen(\"x/MINOSCRlP‘b
document.write("<\/div>");

document.write("<scr" + "ipt src='//cdn.districtm.ca/dragonfly_2.js'
type="‘text\/javascript'><\/script>");
document.write(“<iframe src='//cdn.districtm.ca/sync.htnl' style='display:none;'>
<\/iframe>");

- e — P =

6- Take a screenshot of what is in the red rectangle (Windows: Snipping tool / Mac:

Command + Shift + 4) and send it to blockgin@districtm.net
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HOW TO GENERATE A HAR FILE (ONLY AVAIL WITH CHROME)

1. Select the Chrome menu (:) at the top-right of your browser window, then select
Tools > Developer Tools.

2. The Developer Tools will open as a docked panel at the side or bottom of Chrome.
Click on the Network tab:

ole Network Au

2 Group by frame
-

=TI = VLI

3. If you want to simulate other devices like Mobile phones or Tablet click the following

oll

tab:

4. Choose the wanted device from the drop-down menu located at the top of the
screen:

n
D https://www.youtub... -https:l/konklone.iol... @http:/lwww.nj.govlt... @ https://:
Pixel2Y 411 x 731  100%Y OnlineY
Responsive

Galaxy S5

v Pixel 2
@l Pixel 2 XL
iPhone 5/SE

l )a iPhone 6/7/8
iPhone 6/7/8 Plus
# iPhone X

P>

Sei  ipag
m iPad Pro
Edit...
New TextWrangler Document with Selection
| Add to iTunes as a Spoken Track

Establishing secure conni

Performance  Application  Security  Sources
:serve log Disable cache Offine Online ¥

S Ima Media Font Doc WS Manifest Other
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5. Once chosen, select the option Preserve log:

Console  Network yudits  Performance  Aj

= Group by frame Preserve log Disa

lide data URLs -] XHR IS—€SS—img—Media Fc

6. The recording should auto-start and you will see a red circle at the top left of the
Network tab:

® O
® ©

7. If not, click the black circle, to start recording activity in your browser:

all
©

]

8. Refresh the web page you are on. The goal is to reproduce the problem you've been

experiencing while Google Chrome is recording activity.
9. Once you've encountered the problem successfully while recording, right-click within
the Network tab and click Save as HAR with Content to save a copy of the activity that

you recorded.

10. Save the HAR file and send it to blocking@districtm.net
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